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ABSTRACT

This ents a case for basing Level 3 (the network layer) of Amateur Packet Radio m the "da "
oSt ¥ (Internet Pmeo::ollaye ) and TCP (Transmission Contrd &ommm)
4 (Transport) protocals for Amateur Packet Radio.

further proposes that the DARPA protocals
intact aslfit standaxdlzvelS(Nemgk) and

1 will then provide an overview of TCP/

P
Level

L

explain why it, as a datagram

b by

, is more suitable for our needs than the

protocol
virtual-dircuit protocol OCITT X.75, and show how it would be used above the AX.25 Level 2 protocol already in use.

1. Datagrums and Virtaal Circults

A fundamenta characterisic of ARPA (and several
others, e.g., Xerox FUP (15]) protocdss is the choice of
the "datagram” as the unit of communication
within the mﬁmp understand wh:I 'th'sd‘x_tga:.s, d?
ocam| gram approach with its v
ﬂtmdrwit,"ismded.
1.1 Whkat is & Datagram?
The word "datagram” is cained from the words “data” and
"telegram.” Like telegrams, datagrams are simple ane-shot
messages; each is self-contained in that it includes the full
i ot Eath ctagram & inpeedenty prooeend oy
user data. 15 y
the network.  All information by a packet swicz
to rote dat the network is whdly
cntaned within each datagram No state need be
maintained by a packet switch between datagrams. There
are many analogies to this mode of operation besides
telegrams: mailing a letter, ing electronic mail, or
gﬁngamsageixm&:mm radio National Traffic
em.

. The network makes a “best effort” attemye to deliver each
datagram.  If datagram delivery is impossible (e.g., due to
network congestion, buffer overflow or an wn ar
unreachatle destination address), a packet switch may
discaxdadata%n._ Same da (such as
IP, to be described later) ire an effort be made to
nckify the sender of the probem.
Dat are never discarded lighdy; however, there are
mu%ns&gmsd"bmeﬁaf' that can be
before "givi.ngeup" cn a datagram.  Frequertly,
a greater effort at reliable delivery increases the "cost” (in
mesmse)dsaﬁngﬂndmgmaaﬁeasdam
in some cother way, e.g., bty easing throughput or
el s o e g e o
the ahility, if desired, to speci i i.e.,
mety)dadam p:rcﬁnoixﬂmma?yn'a
delay, reliahility and throughput that might exist
in individual links and gateways within the netwar
In any event, a datagram user must always be prepared ©
oope with the occasional loss, cut-of-sequence delivery or
ication of datagrams caused by netwark congestion ar
switch :d lick failure. Since m algvpgmﬁom recriire
service, a ate, protocol
mmd acknowle mmaﬂmammxw‘ ion dm&
datagrams is generally used "on top” of the unguaranteed
datagram service.
1.3 And In The Other Carner... The Virtsal Circut

As the name implies, "virtual drcuit” networks (hereafter
abbreviated networks™) . are ariented to provide the
%gamedadmmuﬁonbawemapairdusm.

netwark sets up a fixed path though the netwark to
the destination for the duration of the user’s connecticn.
Because the may be shared by several users (i.e., the
physical fadities are not dedicated to a single user), the
connection is "virtual.”
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A specid "call seup” packet propagates through the
netwark, and each switch adds a "wvirua call* 0 an
intemal table so that the data packets that follow may be
correcdy routed to their destinations. The best analogy to
a VC netwark is the telephone system, although the
analogy isn't perfect because the network
usually dedicates fixed physical resources (a wire pair or a
channel on an RF carrier) to each call.

Routing in most VC networks is static; ance it is
established at setup time, all packets follow the same route
to the destination. As long as all links and switches
traversed by the virtual call remain functional, the users’
data will be properly delivered in sequence. However,
should a switch crash or a link fz1, all vimual drcuits
wsing the affected switch ar link will be dropped and any
data in transit will be lost.

Vhen the user is done with a virtual drcuit, it is deared.
This removes the information about the call from the
memaey of each packet switch alang the call’s path.

1.3 Discession: Dategrams Vs. Virtasi Circuits

Many applications, such as remote terminal access to a
computer, require a reliable, flow-controlled “stream
com'm“buwemtwoaﬂgm , regardless of how
this might be implemented in the bowels of the network.
Therefare, the issue is NOT whedier the user should be
proviced with a reliable end-to-end stream, but rather how
it ought to be implemented. Should the concept of a
“virtual crcuit" be conficed to the endpaints of a
"connection” or should it permeate the design of the lower
levels of the netwark?

The choice has many implications for reliablity,
flexibility, ease of imp!e&mxgnaﬁm, efficiency, and
adapzahility to varying user-level service requirements.
The dedsion is a tradeoff, and often the choice depends
o those charactenistics considered most important.
Neither approach is always superior.

1.3.1 Ease of Inplenemation Datagram packet switches
are comsidershly easier to im;ﬂanem than VC switches.
'Ihelackd;ﬂaud"allsemp and "call ing" packets
means that all packets are alike as far as the switch is
concemed. All that it has to do is selact en ing link
for the packet (typically based on a routing table that is
periodically updated from its neighbors) and send the
packet ca its way. If there is a serious problem with the
packet, the switch is entitled to it; no intricate
error-recovery procedures are needed. Since the "what
o when things go " section is the largest, most
dﬁiaﬂtqunwgndﬁl?tm‘h;kau_zseaiondalmmqay
programming project, this results in an enormously easier
Eodg Kb .

132 Dynamic Rowting As already mentioned, virtual
drcuit networks estahlish fixed thr a network of
mﬁamwg.}fagimﬁnk s or becames
overly oon, . is no way to re-route
estatﬁsmdvimﬂdmisviaalmgeym.



Detagrams, with their self-contained nature, mzy be
individually routed without regard
connections that might exist a a higher protocol level.
‘Ilisrmkaitpossxblemmmar;nckabasisw
dnng.g’ traffic cnditions and network recanfigurations.
Much of the work to date in non-amateur packet radio has
been done in a mobile environment, and i i

While it is certainly possible to make routing decisions
based on link loading at circuit setup time in a virtual
dircuit netwark, this is less resparsive to rapidly changing
network oonditions than the ahility to route on a per-
packet basis.

133 Overhead This is the primary objection that is made
against datagram protocols. Vir drcuit protocals
require that complete addresses be sent only at drcuit
setup time. Quce the table entries are made in each
switch along the path of a virtual drcuit, anly the index
i i a "virtual drcuit pumber”)
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Qn the face of it, virtual drcuit protocols seem to win the
overhead argument hands down. However, there are
applications where the direct availability of a datagram
service to the user (e.g., the ARPA User Datagram
Protocol, UDP [11]) results in fewer packets and bits
being exchanged to accomplish the same task.

Such applications typically have a “dient-server”
charactenistic. For example, a database server migit be
set up to provide "directory informatdon” (i.e., providing
the network mumber mespongmng 0 a given station’s
name). Most transactions with a database server are
short; the request and replies each fit eaily into single
datagrams. In a virtual darcuit network, a virtual drcuit
must be first set up between the dient and the server, the
request made, the received, and the virtual
drcuit tom down. This deardy results in more network
traffic than if one-shot datagrams were used at the
neework level, avoiding the overhead of setting up a
virtual drcuit for such a short “connection.”

To answer this objection, the X.25/X.75 indude
an opxional "fast select” feature that allows user data to be
sertt in the same packet with a call request. Fast select is
not, however, a substitute for datagrams. A virtual dreuit
is still being established, alth for a short time. A
reply packet (typically a INDICATE), with or
without data, is still from the destination within
a time limit i by the netwark, and the data fields
contlined in either packet are limited to 128 bytes; there is
no fragmentation facility. This is considerably less general
than a "true” datagram facility.

However, in the common situation where the application
requires an end-to-end comection for a relatively lang
time, virtual drcuit networks do require fewer tits to be
transmitted than do dat based networks.

character packets (e.g., interactive terminal access) and
effident use of slow and ive transmission facilities

is of supreme impartance, the lower per-packet overhead
dﬂt[]gix]'malumﬁta;pmdtmbeduwuﬁding

While amateur packet radio is curendy severey
constrained by obsclete Bell 202 modems and 1200 baud
mm.mdﬁgmﬁpmm‘m) . atbe'
ers are now
irm'odtxcgd[16]ﬁmdmmdmwmmmm&8

more than those aurrendy used (assuming a dedicated
raclic), this will almost canpletely mitigate the overtead
argurent.

1.34 Reliability Because a datagram oontains  all
information necessary to forward it anto its destination,

Since the reliability requirements are less for a datagram
switch (since it has no vadlatile table of virtual dircuits to
safeguard) such measures &s battery ba can aften be
disﬁed with.! The anly information that is typically lost
within datagram packet switches dwing falures are
mming!gme:ﬁvity tables (assuring a distributed routing
elgorithm is used), but these can be quickly rebuilt from
ae'’s peighbors.  Virtual drcuit switches, on the other
hand, must mzintain the infonmation provided to it at
circuit setp time to route successfully each data packet of
a virtual comection. In general, this information cannot
be rebuilt fran coe’s neighbars, and the end user must
amuimdr.vimd circuit and recover from any lost
a.
To achieve maximum relishility against internal network
problems, both datagram virtual dreuit networks
require a higher-level end-to-end "transport” protocd. A
mponﬁgmmolmﬁunvaﬁmsmrsd\atnigz
ocaur in the network (lost, reordered or duplicated packets
in a datagran network, or d virtual drcuits in a
virtual drouit network).  The transpart protocol used atop
the ARPA dara protocd, IP, when reliale stream
communication 15 desired is called TCP (Transmission
Control Protocol).
A major advantage of an end-to-end protocd such as TCP
is that it provides ion agzinst data corruption (as
well as loss) along the ENTIRE network Link level
error detecting codes (such as the 16-bit CRC in AX.25)
protect only against errors on transmission links. Without
mweng’oaaim,ameissdllvmnaauewdam
corruption can occur in a packet switch between the
reception dgacka ad its reransmission with a freshly
regenerated CRC. The probability of this ocawring in a
single packet switch may be acceptably small, but in a
large netwark composed primarily of inexpensive
micrccomputers without memdxy error detection, efrors
are inevitable,
Many virtual-circuit daim that their networks
poide "reliable” service with less complexity than
datagram netwarks because they do not “need” an
elaborate end-to-end u-anga;gnmcd However, many
X.75 networks provide Ni to-end transport protocal
at all, and as a result the user is still wuinerable to failures
within the network that can lose information or drop
connectians. In practice, this happens often enough to be
annoying. With an end-to-end transport protocol an a VC
netwark, the reliahility can that of, say, a
TCPIP newark, but now dnr.\:‘al:,= implementation
conypiexity is er because ﬁmdancy a
md“gpielwds. et
1.35 Grades of Service VC networks are impliditly based
m the assumption that al! applications require a reliable,
flow contrdled stream “connection.” However, there are
seversl real-time? applications that either do nxt require

M g e e v it md o i
BRI G b B P
transfef, not a connection.

> by ammited el 0y Tot & show thce w3
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this of service or camnot tolerate any overhead
intr by it.

The best of an application in this categary is
packet voice. cmversing on a telephone channel
are sensitive to long transmission delays, espedially if they
are irregular. In contrast to data transmission, however,
human da%dm&a_mmdlmtﬁ
carmupe a use of its great redundanxy,
"perfect” reliahility may be sacrificed to reduce delay.
Oher es of real-time applications might indude
television ("digital SSTV") and satellite telemetry. In each
case, there is litde point in retransmitting lost "dd” data
because "new” information will arrive shorty to take its
ane. For example, real time satellite telemetry gai
ittle from retransmission of lost frames; the user might as
well wait for updated information (and then interpolate
the missing values) instead of falling behind by oy
recover data that is already out of date. If a
higher degree of reliahility is needed (but
"perfect” reception is too high) the satellite might simply
repeat exch frame of data severa times to increase the
chances of successful reception, ar use other more
camplex farms of forward errar correction (FEC).

In a datagram network, these kinds of application-specific
gdedfs m;;y. ga e, mr&l ti}t‘sq)i_nbywdx
agram mi s use -

acknowledgements. In a VC network, however,
ications get hopby-hop acknowledgments whether
need them or not. T gﬁcau‘ons might Faoe
erent levels of impartance on differert messages e.is,
mrg%mxm traffic) but because VC petwar
icaily traffic on established virtual drcuits cn a
t-come, first-served basis this is difficult to do.
Vhile it may be a while befare amateur packet radio
networks have the capadty to handle packet vaice at a
practical level, it would be unwise and shartsighted to
adopt a ;nimol mauﬂmanlge efchntgdy pndug; it from
our netwark. Much through
dmmmmmﬁmmk%
satisfy the needs of amateur data and vaice users.

13.6 Broadcasting Virual drouits are inherently point-
to-point and usually full-duplex, and thus they do not lend
themselves easily to the notion of a "broadcast” message.
Sending the same infarmation to N receivers requires

N virtual drcuits be created, one to each receiver, and
that N copies of the data be transmitted. This is dearly
wasteful when the underlying media permits broadcasting
(such as Ethemet [10] or radio), and datagrams are a
much more natural sdlution.

Given that reliable delivery to every receiver in a
broadcast emvironment is much more expensive than
rdiaﬂeddivaymgesingledstinatim,insevmmg
appropxiate to provide an unguaranteed service. As wi

simple point-to-paint connecuas, a rdiatility-in%
mechanism appropriate for the spedific application

then be implemented on top of basic ast datagrams.
Other situations where troadcast mechanisms are useful
indude the oconstruction and exchange of routing
information, and in distributed processing to manage a
callection of systems providing a set of services.

As with dynamic routing, datagrams do not, in
themselves, sdve every em involved in ing,
hndzédowpredadeitammmdoﬁmda‘mﬁt
networks.

g
8
R

"deadline” i ched. . s ter
dmd%‘e‘is\li ess, even msregx’vgém y. te
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2. What & TCPP?

The ARPA Transmission Control Protocol (Tcz) [3l]zand
the ARPA Iiemet Protocol (IP) 1) are part of a larger -
collection of protocols that enjoy widespread and rapidly
growing usage within numerous cammerdial, research and
military camputer networks.

Before delving into the internals of these two protocols, it
is necessary to understand the needs of their developers
and environment where they were designed.

The ARPA research community that designed TCP/IP is a
wser (as opposed to a vendor) of hardware and
commumicztions facilities, this a majar impact an
its design. [9] A basic requirement was the intercanection
dqnnydssimﬂartﬁdmpners,mingd:widst
possible variety of link-level networking hardware and
potocals. This was important for two reasons: first,
much of the hardware already existed and couldn't be
thrown away. Second, the user community wanted a

. "hardware uﬁmdem‘ potocd  to  guard against
beocoming "locked in" to mevmdor’spodmag’nﬁs

is in contrast to a vendars usual incentive to establish
standards that favor the use of anes’ own products over
those of the carpetition.

It was found that the networks in use vary radically in
their characteristics. Some suppart the cm‘ﬁlx of
“conneactions™; others only ide unguaranteed delivery.
All vary widely in reliahility, transmission §| ‘and
addressing formats. The datagram was the anly feasitle
choice as the “common unit” of transmissicn that could be
“encapsulated” on each of these heterogeneous networks.

Other ARPA requirements induded robustness in the face
of inmema network failures and reconfigurations,
provisions for precedence, dass-of-service security
dassification, and optional user specified routing. Because
no e:isdnéaﬁ_mmols satisfied these requirements
(including X.25/X.75), it was necessary to design
a new set of protocals.
The widespread acce of TCP/IP outside the military
commumity that ariginally s its design shows its
successinming‘the of a wide variety of users,
not just those of the military. The latest available figures
show that address assignments have been made to a total
of over 3,000 distinct networks of ing sizes. About
haf of this tota represent Defense Government-
research izations that are interconnected
o fam the ARPA Intemnet, whie the rest are
independent private (mostly comimercial) networks. While
the exact total number of hosts that the Internet
protocals is unknown, the ARPA et host file
currendy contains 1,146 hosts, ranging from IBM PGs to
large timesharing systems.
Ry st i 5l St
anization pOW a
based on TCP/IP (TP4), alﬁmghme&'[‘fsemeo
remain adamantly opposed to this type of protocol.
In the following sections, I will discuss the major features
St eade easher bout sagrarts Frochct spAy 1
statements ma er y to
TCPIP. In addition I Wiu;n'm out some differences
between TCP/IP and X.25/X.75 that are spedific to those
proocds  and  not  necessarily redated to  the
datagram/virtual drauit selection.
2.1 The Intsrnet Pretacs! (IP)

’lla'he Intemn d:gg%col (IP) ies lzel 3, the mun;ix rk

yer, in i:mcol “"swte.” As its name implies,
IP is the "universal language” of the network; it is the
"Esperanto” of a larger network built up through the
interonnection of many smaller, heterogeneous netwarks.



protocol that makes minimal assumptions
IP headers contain only that
information necessary to ide network functions such
as addressing, dasses service, precedence, etc. In
pa:txcul:redddl aeﬂxeﬂ-ﬂt&-mﬂf&mmﬁxa
guarant very, contrd, sequen other
services commonly found mvumala:o.ntp'q:g\ads Asa
result, IP is and exsy to implement an a wide
variety of networks, md mnydwatcag:xdimgdy
e y

Il"nsadataﬁ:snt
It uses.

suppart  virtual points
(hereafter called gaueways") only need implement IP in
addition to whatever link level protocds are being used;
any end-to-end functions remain the damain of higher
level protocols in the user systems.
'I‘tn:mnmunmdanl?datagramxsﬁS,S%
rmInPy(xma? networksmmnhandlesudx
packets, IP provides a feature called fragm
allows a ewayfacedwxdaadatagramttmmt“ﬁt"
mtoagwenhnklevelp'mocdto 1t1tmnoseveral
smallsdatag:arm that will. Each " behaves
eda;gammusownnghtandwﬂl
mpa through the netwark. Qnly when
tlzyamveud:exrdstmmwmﬂtybe "reassermbled”
into the ariginal, larger datagram and passed to the next
layer protocdl. As we will see later, gs is an i
fﬁimummssﬂnmedl?onmpdﬁx?jwelz

tlE‘)aachII“dat:a.gran;ede:xv:ams a "Time To Live" (TTL) field
t is decremented as the datagram propagates

the network. If the TTL reaches zero befare the dat

is delivered, it is destroyed. Of course, the TIL field is
set to a large enough value so that the datagram is likely
to reach its destination; however, if a transiert routing
loop occurs in the network the datagram will not dirculate
indefinitely. Even if the routing loop eventually
disappears, r}nmﬁeldpmtnghalevd;rcmcds
by establishing the maximum interval when they must
%‘[\u{df against duplicates of a particular datagram  The

eature

provides ba otection against buffer
dmdlockbyem A never remains in the

matadagﬁn
networkmlu)xd;;i;lntd ng @@ hadmxgglg
impracti m
meadlmrmoggNewYa‘kGuaawmmlly,&tm
lwvednutym[iemydnme,mdﬂmarefew(erm)
explosions. If gridlock
absence of any other acions taken the
guaranteed to go away eventually by itself!
Sevedfmdmmmusedﬁaq\wnﬂymghw
justify their indusion in every datagram These "IP
cpuons are listed in [2], but the rost interesting ones

1 Scuroe routing. Narmally, gateways do their own
routing, but two forms of user ("source”) specified
are available. One, "stnct source roum?;

_If_danedtoﬁe reoord_lgne opumxsﬂné}l:t:n;
imestamp” option. option requests that
gwayrecordﬂnmvvlmupooesseddt

Most datagrams are sent without ax?dthsecpn
However, they are extremely useful far special functions
suchasesunga'ailecnng statistics about specific paths
within the network. It should also be painted out that
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X.25/X.75 provides none of these features. If they are
considered necessary fammpa&umiotmywund
havembeaddedwdmep'om

A speda “proocd” called IOMP (Intem:t Contrd
Message Protocol) is considered an integral part of IP.
ICMsz ly a standard way for an IP gateway to send

wm-mgmadadmgramw}mme

le error occurs. Gateways are required to
garml@f?msagesﬂmevuadmgmmmtbe
dropped for any reasan, with the sde exception that ICMP

messages are never ted about other IQMP messages

(to avoid endless ). ICMP messages report such

error situations &s invalid IP header farmats, unreachable

destinations, buffer congestion, tmeto-live fields

expiring, etc.

Qher ICMP mess mdanmeadvmrynam
“Red;rect"l musedwnmfyahcsts

paudmtalmalmtm
nging St
g paited rats

3.3 The Transmissien Contrel Pretecs! (TCP)

TCP is the standard ARPA Level 4 (Transport)

TCP, and nx IP, provides optimal end-to- "vutual

dircuit” service to applications that it. Consistent

wxﬂxthecmcqxdadatasram TCP resides only
the endpants of the cmmcucn (typically in the
ers containi ) and ncx in

conpn the cation
the intermediate é’f m mf:m the (potentially)
unreliable mcep'owdedby IP and provides a reliatie

stream.  Therefare it must uence dat that have
been delivered out of sequence tmnetwk,dwectand
discard duplicate datagrams generated by the network,

mdrequstmmssomuhmdamxslostaltogeﬂm
Wﬂemnalduaﬁsdmm'ebeyom&nswge

(see {3] for the famal cation of TCP
paperby B3] he formal & specifi
ersdmwmdzamuddatahammnseqmme

mumber. ’Ihsdoantmndm'l‘(l’saxksmgl&
character peckets (i.e, the datagrams
dmntsendsbywayd canbedanylengthupma
hmunegouated

However, mcmmtvox rzcuvu

how of buffi
space (dmdw') are ad byts =

In X.25 level 3, ercemmbexsrdsm “packets” that
coxﬂdbedmysmefmnlm,say 256 bytes. The
recexver’s “vocabulary” for flow contrd is limited to two
ases: "receiver ready (RR)" and "receiver not ready
" How MUCH the receiver is actually ready to
acwpmxtsays“RR“mtbeagreedmmadvame
and spedified to the protocds. The maximum is 7 with
standard sequence numbering, while a typica value is 2
packets. This means that the receiver cannct confidendy
indicate that it is ready to receive any data at all unless it
has at least enough buffer space far two full-size (256
byte) packets. At the other end of the drauit, the sender
may send no more than two (in our typical example)
packets, even if each of these packets contains anly a
m(gle character. This obviously limits efficient buffer
1zation, and can severely limit throughput as well

3.3 AX.25 sud Digipcaters: A Pesr Man'’s TCPIP?

Those who have fdlowed the development of AX.2S
Level 2, particularly the digipeater feature, may have

naoadaoenmngaumarsmlm to the s are
dane under TQP1 g4 waythmg

What we call AX,ZSIzvel2"is,mfact composed of
two distinct "sub-layers.” The of these two sub-
protocals is the familiar connecuon-oriented, end-to-end



When AX 25 is used directly between Mhzlm (ie., 0

Eimm are used) it looks reasonably like an ordi

ink level . However, when digipeaters are ’

the virtual-drcuit level of AX.25 (the transmission of

connect requests, sequence numbers, €ic) is "promoted” to
transport

serve as an end-to-end analogous to

TCP. Thecl.}ﬁxpwa'is,infaa,ncﬁingmemma

daagram bes s 08, :
routing.

Nor would automatic routing by digipeaters be desirable,
simeMPB,mwhidxn:gimdedsoldyasaMlead

d, not a very transport rzotocal.
%e, it is totally by packets that arrive
ot of arder or duplicated, events that inevitably occur
occasionally in datagram networks with automatic mr.g’g
mechanisms, but not on the point-to-point links for whi
it was designed There are also situations where
infonmtionmbelmtinIAPBreqdﬁn%d’amcoveyw
higher level protocdls; this is unacoeptabie vior by a
transport protocal, the user’s last defense against dara
carruption.

However, AX.25 withowt digipeaters is entirely suitable as
a link levdl mechanism for relaying IP datagrams from
one packet switch to another, and it can play an important
synergetic role here. A major problem with our existing
ad-hoc digipeater netwarks is the lack of hop-by-hop
acknowledgements. If a packet in transit down a chain of
digipeaters is lost for any reasan, the transmission must be
restarted back at the source. Even more wasteful is the
loss of an acknowledgement in transit, as this requires the
retransmission of the data being acknowiedged as well as
the retransmission of the acknowledgement. If the
probability of successful transfer between adjacent
digipeaters were high encugh, end-to-end retransmussion
would be rare and would not be much of a perfarmance
btem.  However, many problems, induding the
idden terminal problem,"® poor RF links and
overloading, cause significant numbers of packsts to be
lost in digipeater networks. If IP da were to
be sent in “raw’ HDLC frames, a long multihop TCP/TP
connection would suffer as much from this problem as a
long multihop AX.25 connection.  However, if an AX.25
link existed between each paint of a long path, with the
regular acknowledgment mechanism being used to increase
the chances of a packet being successfully relayed anward,
the efficiency and throughput of our netwark would
increase dramatically. The end-to-end transport functions
would instead be handled by TCP, a much more robust
m speciﬁmll_&r inended far this job.
missions by wauld be quite rare and would
occur anly when a link failed or became congested within
the network.
It is in this way that AX.25, as a layer 2 protocol, and
TCP/IP, as layer 4 and 3 protocds, respectively, can
complement each other to produce an effective mul

network. Tbrmsecdmdealsﬁmhdaail??
consummating such a marriage. Much of it is modeled an

. The hidden teqm: i ra
A R e R e

e e e T e e
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an existing standard for the transmission of IP data
werPubthatathmingdeXZSimmi;i

3. Semding IP Datcgrams es AX.25 Links

IP was desi %o be easily "enveloped” in a wide variety
of link level protocols, and the AX.25 link level is easily
capable of supparting it. However, a standard must be
smuiﬂnd.mddmsqudimshavgoebeadﬁased. A
oposed stan is presented ; @ summary is

gntainedinApmdxA

3.1 Pretscel ID

The Layer 3 Protocol ID byte immediately fdllows the
contral field in AX25 Leved 2. Until version 2.0 of
AX.25, cnly a single value had been defined: hex K,

no layer 3%, i.
m. For AX.25 Version 2.0, the Protocol ID byte
hex CC has been defined to mean “Intemet Protocal.”
may

3.3 Sorvice Mappings
Two types of frames (I and in AX.25
o I.AP%

information. I-frames are semt using the full
(comection-ariented) facility, while Ul-frames allow
access to the underiying datagram sublayer of AX.25 an
do not provide guaranteed delivery. Fow should the
"dass of service™ bits in the IP header contrdl the selection
of the frame type used to send the datagram?

Two "dass-of-service” bits are relevant, "low delay” and
"reliability.” A reasonable mapping would seem to be the
following: If the “low delay” tit is set (and the others are
not), then send the datagram in a Ul frame (i.e., do nct
use per-hop scnowledgements). Qn the other hand, if
the "reliahility” bit is set, then use I frames (i.e., use the
per-hop acknowledgments of AX.25 level 2 to increase the
chances of the datagram being successfully transferred to
the next gateway). If neither (ar both) of these bits are
set, then 1t is up to the individual gateway whether to use
I or Ul frames. This choice may be based on local
ﬁcnrididom,e.g.,ecpeﬁminme iatility of a given RF

It is pot dear how the "throughput” hit should be
interpreted, so far the time being it should be ignored. In
the ARPA Intemet, it is gateways that must
choose between a low dday low dn'o%;
terrestrial channel and a high throughput (but large delay
satellite channel in reaching a givea destination.

3.3 Fragmeantstioa

The AX.25 Level 2 document specifies that the maximum
size of an Ifield shall be 256 octets. This means that an

IP datagram that is larger than 256 octets must be split
into several using [P’s fragmentation facility. Since hosts
o the ARP. often send 512 byte datagrams (to

reduce header overhead) this iadlitym:stbemor;?om‘ d
if our netwark is to interconnect with non-AX.25 based
sites.

3.4 Addres Raciztien

An IP address is a fixed-size 32 bit field, too small to
contain an amateur callsign. Widening this field is out of
the ion since it would no longer be IP (remember
that IP is the basic, universal protocd that is absdlutely
standard across a wide vaﬁetydsysmn}slg. Nor would 1t
be desirable to use amateur callsigns as IP addresses even
ifdmy.didﬂt,hndﬁsigagicrde_ga:eduonfyn
companian peper, "Addressin Routing Issues
Amateur Packet Radio.”

Therefare, there must be same way to map between the
addresses used at the IP level and the addresses (call
signs) used at the AX.25 link levd. Fortunately, an
almost identicall problem has already been sdlved in the
ARPA community, that of sending IP datagrams over the
Ethemet local area network.



Fthernet link level addresses are 6 bytes long. Unique
addresses are pr by the manufacturer into a
ROM o each met controller, and they cannot be
easily ed by the user. After several umsatisfactory
ad-hoc kludges, a sduticn ed by David Plummer of
MIT was widely adopted, and it has worked well.
Plummer's Address Resolution Protocd, or “"ARF” (6]
(not to be confused with "ARPA"') has been widely
adoped and is general enough to wark on other
broadcast-type local area netwarks besides Ethernet (such
as packet radio).

ARP waks as fdlows. Whenever a station needs to
determine the linklzzsyer address (e.g., the Ethernet 6-byte
address or the AX.25 Level 2 call sign and sub-station ID)
correspanding to a given 32 hit IP address, it broadcasts a

ial "ARP st packet an the channel. The station
with the requested address res with an "ARP Reply”
ﬁd‘a containing the desired link level address.
aturally, to avoid having to invoke ARP for every
datagram each IP starion maintains a cache table of IP to
link address carrespandences. This table does not have to
be large since it will contain cnly those stations that are
"nei ," i.e., stations to which packets can be directly
sent using level 2. Packets addressed to more distant sites
willbesemﬁ:sttoagateway,anditisqﬂydwgatm

whose link layer address is needed. Entries in the
table are , occasionally purged, and replaced with the
reply to a ARP st to allow for the possibility of

network reconfiguration (i.e., statians changing their IP
addresses.)

The beauty of ARP is that it warks autcmatically and
Mﬁmly. The IP layer need not be concerned with
link layer addresses, and there is no need to maintain
manually a table of IP and link level addresses. In
practice, it is even possible to swap Ethemet boards (and
their addresses) between camputers without any adverse
cansequences.

ARPA has already assigned an ARP "hardware type"
value of 3 ©© 25 Level 2. ARPéglatand )
&k;tswﬂlmyAX?.SlzveHPm Identifier

3.5 Addressing and Reuting

This a major challenge facing any higher level Amateur
Packet Racg chm%,vim.ljdran't?dmyam. Since
the purpose o this paper is to argue the case for TCP/IP,
1 have devoted a campanion , "Addressing and
Routing Issues in Amateur Packet Radio,” to this topic as
these issues apply equally to an IP or a X.75 network. [
will simply mention here that ARPA. "(lass A" network
mmuhasah&adybeenssﬁmmmm
radio through the faresight of Magnuski, .
IP addresses are always 32 hits wide; addresses within the
ARPA assignment would contain 44 (decimal) in the first
8 hits of the address, and the assignment of the remaining
24 hits is left up to us. This provides the ability to
address 16,777,216 individual stations.

4. Conclusions

It is difficult to summarize in just a few words what has
been argued about at length by so many people, cnly a
ﬂﬁaaiondwlmminvolvedinmm packet

io. Nevertheless, TCPIP’s proven flexibility and
adaptability makes it an extremely attractive candidate for
our needs. It already provides virtually every function we
reed in an amateur packet netwark and can be
exacdy as-is, keeping open the g?ﬁsih'ﬁty of drex
interconnection with non-amateur networks.
TCP/IP is ideal for amateur radio, a heterogeneous
environment where stations come and go, propagation
paths change, satellites rise and set, and users experiment
with new applications and transmission schemes
unforeseen at present.

rctonts digoan 2.8 Soemprecius et Gerie
oar a Necus common Carrier
gvimnmmt with satic petwark topdogies, reliable
nodes, point-to-paint transmission lines, and a limited set
of user services. Many ad-hoc would be required
if they were to be used an amateur packet radio, creating
new, unique and incompatible protocds. Interconnection
with por-amateur networks would require protocd
conversicn gateways, a totally unnecessary camplication.
Virtually all non-amateur packet radio systems use TCP/IP
(and nme whatscever use X.75, to my knowledge).
Furthermare, the fact that amateurs are already using a
protocd nuch like TCP/IP (i.e., AX.2S with digipeaters)
gives strang suppart to the convenience, flexibility and
simplicity of this approach. If we adopt TCP/IP, we will
be ahle to tap the enarmous amount of experience that has
been gained (and made public) with it over its 10+ year
evoluton. If instead we adapt X.75 and the higher layers
of X.25, we will be forced to salve (or endure) many of
its deficiendies in an ad-hoc, wnique and time consuming
way.
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6 Appendix A
6.1 Dsiagram Eacapsulatisa

ed Systens -

Mﬂ;ﬁt errar rates; however, this should be done as
a resort.

The choice between the use of an I or a Ul frame
for the transmission of a dat is made by
examination of the "Class of Service” bits in the IP
header. Datagrams with the "Reliability” bit set to
one must be sent via I frames over regular AX.25
Level Two connections. Datagrams with the "Low
Delay” hit set to one must be sent in Unnumbered
Information (UI) frames. If neither or both bits are
set, then each link node may make its own choice

between I and Ul frames based on local
oansiderations.
The interpretation of the bit is a

subject for future study; in the meantime it should
be 1gnored.

Buffer space permitting, each Level Two
'&:lummimsmmdbe le to accept and process
frames containing IP datagrams whenever they
are received, whether ar not a regular Level Two
camection exists with the sending station or ary
other station.
AX.25 Level Two cormections may be estatlished on
demand when needed to transmit datagrams with the
reliahility bit set, ar they may be continuously
maintained; this is a local option to be m by
the stations concerned. o AX2S5 1 Two
comnection is to be taken down, each station should
make every effort possile to emsure that any
outstanding da:ﬁarm sent via I frames (i.e.,
datagrams with "reliability” bit set) have been
e gong imo the

P v
i ﬁ’ﬁm xy limitations.
© povid

¥ :

y, when aps
cglﬁnﬁoué -3
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6. There is no effart tv maintain Level Two
connections corresponding to any end-to-end virtual
circuits that may exist at higher protocal levels.

6.2 Address Resolaticn Protecel

Whenever a station needs to determine the AX.25 Level
Two address (i.e., the amateur radio callsign) of another
station in its local area coxr ing t0 a given Internet
address, it shall use the A Address Resolution
Protocol (ARP) as described in RFC 86. The value of
the "hardware type" field in an ARP packet has been
i}ségt?:se.gWARPAmbes,mﬁng Amateuwr Radio

The contents of the AX.25 Level Two destination field to
be used for all broadcast packets (induding ARP) shall be
"QBT" with SSID 0.
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